
 

 
 

 
Acceptable Use Policy (AUP) 

 

Philippine Research, Education and Government Information Network (PREGINET) 
 
 
1.0 Overview 

This AUP is implemented in conjunction with the Department of Science and Technology’s (DOST’s) 
ICT Usage and Security Policy. 
 
2.0 About this Document 
The ASTI, as DOST’s R&D arm in ICT and Electronics is responsible for building, operating and 
maintaining science infrastructures in support of the national R&D agenda. In 1999, PREGINET was 
started, and since then, advanced research and education network technologies have become one 
of the focus areas of DOST-Advanced Science and Technology Institute (DOST-ASTI). The Agency 
continues to operate and maintain PREGINET, which has now become an essential service of the 
Institute.  
 
This AUP is intended to set guidelines for all users of PREGINET on what is allowed and not allowed 
over the network, in order to protect against illegal or damaging actions by individuals, either 
knowingly or unknowingly. As a Research and Education Network (REN), the purpose of PREGINET 
is to connect academic, research and government1 institutions to facilitate and support scientific 
research aligned with the priorities of the National R&D Agenda. It is a shared responsibility of all 
users of the network to be aware of these guidelines and to conduct their activities accordingly. 

 
3.0 Definition of Terms 

3.1 Research and Education Network (REN): A high-speed network that runs high-
performance, high-bandwidth applications that support scientific breakthroughs in research, 
and which serve as testbeds for innovation. Over these networks, large data transfers are 
carried out across continents, enabling cross-institution and cross-country collaboration on 
high-impact research activities. 

3.2 Government Network (GovNet): Includes National Government Agencies (NGAs) and their 
attached agencies and regional offices connected through the Integrated Government 
Philippines (iGovPhil) Project, and maintained by the Department of Information and 
Communications Technology (DICT). 

3.3 Integrated Government Philippines (iGovPhil): The iGovPhil Project was launched on 28 
June 2012. It seeks to achieve a higher level of e-government, or the application of 
information and communications technology (ICT) to rationalize government operations and 
improve the delivery of services to the people. The project was jointly implemented by the 
DOST-Information and Communications Technology (DOST-ICTO) and DOST-ASTI until its 
transition to the DICT in 2017.  

3.4 Network Resources: Hardware devices such as, but not limited to, routers, switches, media 
converters, servers; software and tools; IP addresses and other ICT facilities that are part of 
the PREGINET infrastructure and that are needed to operate a REN. 

3.5 Agreement: Memorandum of Agreement or MOA executed between DOST-ASTI and 
PREGINET Partner that provides the provisions and conditions for PREGINET connectivity. 

 
1 The Department of Information and Communications Technology (DICT) operates the Government Network (GovNet). A small 

number of National Government Agencies (NGAs) that have research mandates or have collaboration with the DOST-ASTI are 
connected to PREGINET.   



 
4.0 Purpose 
The purpose of this policy is to lay out the acceptable use of network resources of PREGINET to 
ensure the efficiency, integrity, security and reliability of the REN. Inappropriate use of such 
resources exposes PREGINET to various risks and vulnerabilities including all forms of cyber-based 
attacks, hacking, compromises of the network systems and services, data leakage and legal issues. 
 
5.0 Scope 

5.1 This policy applies to all PREGINET-connected institutions and their employees that use 
PREGINET-provided network resources and connectivity.  

5.2 This policy applies to all PREGINET-owned equipment, including those deployed in other 
agencies, or any device accessing the network. 

 
6.0 Policy 

6.1 General Conditions of Use 
6.1.1 While PREGINET network administration espouses a reasonable level of privacy, 

partners and users should be aware that PREGINET is intended to support scientific 
research and development activities only. Partners and users are expected to be 
responsible in using PREGINET-provided resources in an efficient, effective, ethical 
and lawful manner.  

6.1.2 For security and network maintenance purposes, as well as network incidents, 
authorized personnel that are part of the PREGINET Operations Team may monitor 
equipment, systems and network traffic at any time. 

6.1.3 PREGINET reserves the right to audit the network and systems on a periodic basis to 
ensure compliance with this policy. 

 
6.2 Monitoring, Security and Enforcement 
While not obligated to perform investigations, the PREGINET Operations Team may conduct the 
following monitoring, security and enforcement activities in accordance with the terms of this 
AUP: 

6.2.1 The demarcation point of PREGINET is up to the customer premise equipment (CPE) 
installed in the partner’s premises. From the CPE, any network component going into 
the partner’s local area network (LAN) is the responsibility of the partner. It is 
understood that monitoring and security activities of PREGINET will be up to the 
CPE.   

6.2.2 Investigate violations to the AUP and misuse of PREGINET-provided resources. 
6.2.3 Investigate and help prevent security threats, fraud, or other illegal, malicious or 

inappropriate activity. 
6.2.4 Remove, suspend access to, modify or terminate the provision of resource that are 

found to be in violation of this AUP or any other agreement that PREGINET has with 
an agency connected to PREGINET. In such case, a one-month notice prior to the 
suspension or termination will be sent to the partner, unless the situation 
necessitates immediate action to disconnect a device on the network. 

6.2.5 Should a request for reconsideration be provided by the partner, such request will be 
subject to a thorough evaluation and approval/disapproval process. 

6.2.6 In the case of investigation carried out by a third-party or agency authorized to 
conduct or lead such investigation, suspension or termination of PREGINET service 
shall be put on hold until the investigation is concluded, unless the situation 
necessitates immediate action to disconnect a device on the network. 

 
6.3 Prohibited Use and Content 
The following activities are, in general, prohibited. Under no circumstances is a PREGINET-
connected partner or user authorized to engage in any activity that is illegal under national or 



 

international law utilizing PREGINET-provisioned resources. The list below is by no means 
exhaustive, but attempts to provide a framework for activities which fall into the category of 
prohibited use and content: 

6.3.1 Unrelated to R&D activities, unless otherwise specified in an Agreement;  
6.3.2 In violation of any local, national or international statute, regulation, rule, order, treaty, 

or other pertinent laws;   
6.3.3 Abusive, deceptive, pornographic, obscene, defamatory, slanderous, offensive, or 

otherwise inappropriate or illegal;    
6.3.4 In violation of or is encroaching on the rights of others, including, but not limited to, 

infringement or misappropriation of any intellectual property or proprietary rights of 
another;    

6.3.5 An impersonation of any person or entity or otherwise misrepresents a PREGINET 
user's affiliation with a person or entity;    

6.3.6 An interference, disruption, or degradation to the PREGINET services, other 
PREGINET users' access to the network and usage of network services, or 
equipment or networks connected to PREGINET;    

6.3.7 A means to violate the security and integrity of a system, including, but not limited to:  
6.3.7.1 Accessing or using any system, whether through hacking, password mining, 

or any other means, including attempts to probe, scan, or test the vulnerability 
of a system or to breach any security or authentication measures used by a 
system, without permission granted by the PREGINET Operations Team;    

6.3.7.2 Monitoring data or traffic on a system without permission granted by the 
PREGINET Operations Team;   

6.3.7.3 Forging packet or email headers, or any part of a message describing its 
origin or route;    

6.3.7.4 Intentional uploading of malicious content (such as those that contains 
viruses, worms, corrupt files, trojan horses, or other forms of corruptive code, 
or any other content that may compromise the services);  

6.3.7.5 Hacking, destabilizing, or adapting the PREGINET services, or altering 
another website to falsely imply its affiliation with the PREGINET;    

6.3.7.6 Activities that connect to any users, hosts, or networks where PREGINET 
users do not have permission to communicate with, i.e., users, hosts, or 
networks;   

6.3.7.7 Monitoring or crawling a system so that such system is impaired 
or disrupted;    

6.3.7.8 Intentionally interfering with the proper functioning of any system, including 
any deliberate attempt to overload a system by any means (e.g. distributed 
denial-of-service attacks, etc.); and 

6.3.7.9 Operating network services like open proxies, open mail relays, or open 
recursive domain name servers.  

 
7.0 Penalties 
Any proven violations of this policy shall be dealt with on a case-to-case basis. Depending on the 
impact of the incident to the operations and integrity of the network, appropriate sanctions may 
include network removal, access revocation, termination of services, and administrative or criminal 
prosecution. 
 
Applicable Offenses and Equivalent Administrative Offenses specified in Annex B of DOST ICT 
Usage and Security Policy shall be adopted as appropriate. 




































